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Bid Number/gyel waies (Rs geam):
GEM/2024/B/5123693
Dated/fzeier : 09-08-2024

Bid Document/ fas g&mast

Bid Details/[9g faewor

Bid End Date/Time/RE s aa f al@/aag

19-08-2024 17:00:00

Bid Opening Date/Time/fas gead &I
ad@/aaa

19-08-2024 17:30:00

Bid Offer Validity (From End Date)/Q3 Q2reer
duar (9 A A ad@ A)

90 (Days)

Ministry/State Name/Fara /I & I

Ministry Of Finance

Department Name/[A#9r & =re1

Department Of Financial Services

Organisation Name/@316d & =1

National Bank For Agriculture And Ruraldevelopment

Office Name/@aie I &l =TH

Ho Mumbai Dit

Total Quantity/pe ar=r

1

Item Category/3ig Heary

Firewall - NGFW (Q2)

Years of Past Experience Required for

same/similar service/3=¢/8# a3t & AT |3 vear (s)
AT ford 3rgHa & ag
MSE Exemption for Years Of v
Experience/3/d & auf & wHATHS P/ ©s
Startup Exemption for Years Of v

es

Experience/3Hd & a8 & FIE3T Fe/

Document required from seller/fshar & &
AT GEAAS

Experience Criteria,OEM Authorization Certificate

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

Bid to RA enabled/fSs & Raw Nereht aftha frar

No

Type of Bid/Q3 & U

Two Packet Bid

Time allowed for Technical Clarifications

during technical evaluation/d&if 3[eAide & |2 pays
R ANt TaRHIOT g IHFAT FHT

Inspection Required (By Empanelled

Inspection Authority / Agencies pre- No

registered with GeM)

Evaluation Method/f&id ugid

Total value wise evaluation
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EMD Detail/3taadr faazor

Required/3TTaIehdr No

ePBG Detail/&didisit faaror

Required/3aRIedr No

Splitting/fasrsiet
Bid splitting not applied/dtel AT o9y el fopar I,

MII Purchase Preference/ta3ng3ms @l adiadr

MIl Purchase Preference/TH3TS3TS @ a1 No

MSE Purchase Preference/taitsis @ilg adar

MSE Purchase Preference/Tauds @ilig adigdr Yes

1. If the bidder is a Micro or Small Enterprise as per latest definitions under MSME rules, the bidder shall be
exempted from the requirement of "Bidder Turnover" criteria and "Experience Criteria" subject to meeting of
quality and technical specifications. If the bidder is OEM of the offered products, it would be exempted from the
"OEM Average Turnover" criteria also subject to meeting of quality and technical specifications. In case any
bidder is seeking exemption from Turnover / Experience Criteria, the supporting documents to prove his eligibility
for exemption must be uploaded for evaluation by the buyer.

2. If the bidder is a Startup, the bidder shall be exempted from the requirement of "Bidder Turnover" criteria and
"Experience Criteria" subject to their meeting of quality and technical specifications. If the bidder is OEM of the
offered products, it would be exempted from the "OEM Average Turnover" criteria also subject to meeting of
quality and technical specifications. In case any bidder is seeking exemption from Turnover / Experience Criteria,
the supporting documents to prove his eligibility for exemption must be uploaded for evaluation by the buyer.

3. Experience Criteria: In respect of the filter applied for experience criteria, the Bidder or its OEM {themselves or
through reseller(s)} should have regularly, manufactured and supplied same or similar Category Products to any
Central / State Govt Organization / PSU for number of Financial years as indicated above in the bid document
before the bid opening date. Copies of relevant contracts to be submitted along with bid in support of having
supplied some quantity during each of the Financial year. In case of bunch bids, the category of primary product
having highest value should meet this criterion.

4. Purchase preference will be given to MSEs having valid Udyam Registration and whose credentials are
validated online through Udyam Registration portal as defined in Public Procurement Policy for Micro and Small
Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued by Ministry of Micro, Small and Medium Enterprises and
its subsequent Orders/Notifications issued by concerned Ministry. If the bidder wants to avail themselves of the
Purchase preference, the bidder must be the manufacturer / OEM of the offered product on GeM. Traders are
excluded from the purview of Public Procurement Policy for Micro and Small Enterprises and hence resellers
offering products manufactured by some other OEM are not eligible for any purchase preference. In respect of bid
for Services, the bidder must be the Service provider of the offered Service. Relevant documentary evidence in
this regard shall be uploaded along with the bid in respect of the offered product or service and Buyer will decide
eligibility for purchase preference based on documentary evidence submitted, while evaluating the bid. If L-1 is
not an MSE and MSE Seller (s) has / have quoted price within L-1+ 15% (Selected by Buyer) of margin of
purchase preference /price band defined in relevant policy, such MSE Seller shall be given opportunity to match
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L-1 price and contract will be awarded for 25% (selected by Buyer) percentage of total quantity. The buyers are
advised to refer the OM No. F.1/4/2021-PPD dated 18.05.2023 OM_No.1 4 2021 PPD dated 18.05.2023 for
compliance of Concurrent application of Public Procurement Policy for Micro and Small Enterprises Order, 2012
and Public Procurement (Preference to Make in India) Order, 2017. Benefits of MSE will be allowed only if seller is
validated on-line in GeM profile as well as validated and approved by Buyer after evaluation of documents

submitted.

5. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and

based on competitive prices received in Bid / RA process.

Firewall - NGFW ( 1 pieces )

Technical Specifications/daih fafAfEar

* As per GeM Category Specification/a# FHeR) RIAT & 3d

Specification

Specification Name/fAR® &
aiH

Bid Requirement/f9s & faT 3maas (Allowed
Values)/3igAd {eA

Specification

Form Factor (RU)

1

Type

NGFW Or higher

Features

Layer 3 - Layer 4, NAT, VPN, Application Visibility and
Control (AVC), User Identity, Next Generation
Intrusion Prevention System (IPS), Zero Day
Protection / Advance Malware protection, Web
Security Essentials / URL Filtering

Traffic handled

TCP, UDP, HTTP/TCP, TCP/UDP

Packet Size (KB)

64, 128, 1024 Or higher

Throughput with all
features enabled(Under
Test Condition) (Mbps)

450, 650, 800, 850, 900, 1000, 1100, 1500, 1750,
1800, 2000, 2200, 2300, 3000, 3500, 4000, 4750,
5000, 6000, 7000, 8500, 9000, 10000, 11000, 12000,
13000, 15000, 19000, 20000, 22000, 25000, 26000,
27000, 29000, 30000, 32000, 34000, 35000, 39000,
40000, 42000, 43000, 44000, 45000, 48000, 50000,
52000, 54000, 55000, 60000, 64000, 69000, 70000,
75000, 80000, 95000, 120000, 130000, 132000,
148000, 153000, 168000, 234000, 260000, 285000,
570000, 1200000 Or higher

Throughput (Real
World/Prod Performance)
(Under Test Condition)
(Mbps)

450, 650, 750, 800, 850, 1000, 1100, 1500, 1700,
1750, 1800, 2000, 2200, 2300, 2600, 3000, 4600,
4700, 4750, 5000, 6000, 7000, 8500, 9000, 9216
10000, 11000, 12000, 13000, 15000, 19000, 20000,
21000, 22000, 23000, 25000, 26000, 27000, 29000,
30000, 32000, 33500, 34000, 35000, 39000, 40000,
42000, 43000, 45000, 48000, 50000, 53000, 54000,
55000, 60000, 64000, 65000, 69000, 70000, 75000,
120000, 130000, 132000, 135000, 148000, 153000,
168000, 234000, 260000, 320000 Or higher

Concurrent
Session/Concurrent
Connection

375K, 400K, 500K, 750K, 1M, 1.2M, 1.5M, 2M, 3M, 4M,
5M, 8M, 9M, 10M, 15M, 20M, 25M, 30M, 32M, 35M,

39.5M, 40M, 55M, 60M, 63M, 64M Or higher
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https://bidplus.gem.gov.in/bidding/downloadOmppdfile/
https://bidplus.gem.gov.in/bidding/bid/showCatalogue/t04Qz794pQS0Dv6ufhGJz7dhgDdjI5veR3GbYkAylv4

Specification

Specification Name/fafRf® &
A

Bid Requirement/fds & fouw 3maas (Allowed
Values)/31Ad JT

New session/Connection per
second

24K, 27K, 40K, 50K, 57K, 64K, 68K, 75K, 84K, 118K,
120K, 130K, 150K, 160K, 172K, 175K, 185K, 200K,
250K, 263K, 265K, 284K, 295K, 300K, 350K, 380K,
390K, 450K, 490K, 500K, 800K, 848K, 850K, 900K,
1.1M, 1.75M, 3.5M, 7.5M, 225K, 425K Or higher

Type of Interface Supported
Multiselect

GE Copper, 10G SFP+, QSFP+ 40 G, GE SFF, QSFP28
100G Or higher

Number of GE Copper interface

8,12, 16, 20, 40 Or higher

Number of 10G SFP+ interface

0,2, 4,6,8,10, 12, 16, 24, 48 Or higher

Number of QSFP+ 40 G
interface

0,2, 4,6, 8,12 Or higher

Number of GE Small Form-
Factor Pluggable (SFP)
interface

0,2, 4,6, 8,10, 12, 16, 20, 40 Or higher

Number ofcol /WAN Ports

4, 8,12, 16 Or higher

Number of Ipsec VPN Peers
supported (Site to Site)

200.0 Or higher

Number of Ipsec VPN Peers
supported (Client to Site)

500.0 Or higher

Number of SSL VPN Peers
supported (Client to Site)

200.0 Or higher

Type of Storage Disk

HDD, SSD Or higher

Storage Capacity (GB)

32, 50, 100, 120, 200, 240, 400, 800, 1000, 2000 Or
higher

Power Supplies

Single, Dual Dual Or higher

Hot Swappable Power Supply

Yes, No Or higher

Hot Swappable (Redundant
Fan)

Yes, No Or higher

Type of Processor

x86, ASIC, Atom Or higher

High Availability Support

Yes Or higher

If Yes, High Availability
from day 1

active-active, active-passive, NA Or higher

Interface Expansion slots
supprted

0,1,2,3,4,5,6,7,8,9, 10,11, 12, 13, 14, 15, 16,
17, 18, 19, 20 Or higher

Firewall Policies - License

Yes Or higher

Details of the Firewall Policies
for the Firewall provided with
the License

Web Security Essentials / URL Filtering, IPS License,
Application Visibility License, APT (Advance Persistant
Threat) License (Anti Malware Protection , C& C
attacks, Geo IP Protection, Zero Day Threat
Protection), Gateway Anti virus, Gateway Anti spam

NGIPS Sigature supported

5000, 10000, 15000, 20000, 25000, 30000, 35000,
40000 Or higher
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Specification

Specification Name/fafRf® &

TH

Bid Requirement/fds & fouw 3maas (Allowed
Values)/31Ad JT

Security Intelligence

IP, URL, Domain

Certification

Common Criteria /NDPP/NSS/ICSALabs

(Year)

On Site OEM Warranty

3, 5 Or higher

Installation Commissioning and Testing (ICT) details for the above item:

communication to seller

% of Product Cost Payable on Product Delivery 70%
Min Cost Allocation for ICT as a % of product cost 30%
Number of days allowed for ICT after site readiness 15 Days/R

Consignees/Reporting Officer/mXRct/Ruifésr 31w and/ T Quantity/arr

Consignee
S.No./&. || Reporting/Officer/ . Delivery Days/Rcadl &
8. RS/ R Address/udr Quantity/arar oot
I
400051,Floor 5C, NABARD
1 Iniyan A Head Office, Plot C-24, 'G' 1 15
Block, BKC, Bandra(E), Mumbai

Buyer Added Bid Specific Terms and Conditions/sar g s o Rs & Ry ot

1. Generic

OPTION CLAUSE: The Purchaser reserves the right to increase or decrease the quantity to be ordered up
to 25 percent of bid quantity at the time of placement of contract. The purchaser also reserves the right to
increase the ordered quantity by up to 25% of the contracted quantity during the currency of the
contract at the contracted rates. Bidders are bound to accept the orders accordingly.

2. Generic

Bidders shall quote only those products (Part of Service delivery) in the bid which are not obsolete in the
market and has at least 6 years residual market life i.e. the offered product shall not be declared end-of-

life by the OEM before this period.

3. Generic
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Experience Criteria: The Bidder or its OEM {themselves or through reseller(s)} should have regularly,
manufactured and supplied same or similar Category Products to any Central / State Govt Organization /
PSU for 3 years before the bid opening date. Copies of relevant contracts to be submitted along with bid
in support of having supplied some quantity during each of the year. In case of bunch bids, the primary
product having highest value should meet this criterion.

4. Generic
IT equipment shall be IPv6 ready from day one.

5. Generic
Manufacturer Authorization:Wherever Authorised Distributors/service providers are submitting the
bid, Authorisation Form /Certificate with OEM/Original Service Provider details such as name, designation,
address, e-mail Id and Phone No. required to be furnished along with the bid

6. Scope of Supply
Scope of supply (Bid price to include all cost components) : Supply Installation Testing Commissioning of
Goods and Training of operators and providing Statutory Clearances required (if any)

7. Service & Support
Escalation Matrix For Service Support : Bidder/OEM must provide Escalation Matrix of Telephone Numbers
for Service Support.

Disclaimer/saxu

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1.

© N o v oA

10.

11.
12.
13.
14.

Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached categories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

Seeking experience from specific organization / department / institute only or from foreign / export
experience.

Creating bid for items from irrelevant categories.
Incorporating any clause against the MSME policy and Preference to Make in India Policy.
Reference of conditions published on any external site or reference to external documents/clauses.

Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.
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https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

This Bid is also governed by the General Terms and Conditions/ Ig &= @ oaf & 37deia off g &

In terms of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which
shares a land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to
undertake compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action

in accordance with the laws./S11 T TTHAT LAl & TS 26 & TEGH A AXA & YT HA M TSN TR arel 47 & [ T @l
W ufdey & §a9 # AT F Y JFH A A B arel oA B Drs W X 38 Afaa & s a3 & fow qaft oy e
9 g% a5 & arer daH WREd & TH Gohed @IS & /9T od AT [T T SHH Igureld BT aen AR P o
Teld =T fFT ST & SHA AU J el W 3y &l deehlol HAH B AN Pl & AN 30 & piefeh dars
& 3T BT |

---Thank You/4=garg---

717


https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20240809
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